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Abstract. In this paper, we extend the Chinese remainder theorem in the number
theory to several applications: (1) Lagrange interpolation formula is proved to be an
extension of the Chinese remainder theorem in the polynomial ring. (2) By applying
The Chinese Remainder Theorem in distributive lattice, a communication scheme is
proposed. (3) Adjusting and combing the Chinese remainder theorem with RSA public-
key cryptosystem, a dynamic secure communication on identity is proposed.
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1. Introduction

With the widely application of the computer and the continuous development
of network, communication system security problems cannot be ignored. The
inherent openness and limitations of network makes the security problem in-
creasingly obvious [2,3].

To protect information security has become the consensus of the whole so-
ciety. Great attention and commitment have been given to the communication
security system.
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In order to prevent information security risks, new security technology and
standard constantly appear. Encryptography also get great development as the
key technology in recent years [4,5,10-11].

The Chinese remainder theorem in number theory is essentially solving the
congruence equations. In the modern number theory, the Chinese remainder
theorem theory is of great importance, and also gains some applications in sev-
eral different algebras [1,6,13]. Besides the theoretical applications, the Chinese
remainder theorem theory also gains some applications in information security.
For example, [10] constructed a secret sharing schemes based on Chinese Re-
mainder Theorem.

Ring and lattice theory play a vital role as branches of algebra and in recent
years, and significance of ring and lattice theory also become gradually apparent
as their applications occur in many fields [9,12,14-15].

Lagrange’s interpolation formula includes interpolation by vector polynomi-
als and by rational vector functions with prescribed pole characteristics. The
formula is applied to obtain representations of the inverses of CauchyVander-
monde matrices generalizing former results. The shamir threshold scheme and
some password authentication schemes in encryptography are essentially based
on Lagrange interpolation formula [2,3].

Just as normal subgroups play a crucial role in the theory of groups, ideals
play an analogous role in the study of rings and lattice. The theory of ideals
functions well not only in algebras, but also in Computer Science. Nowadays,
ideals of different algebras were further studied.

In this paper, after Lagrange interpolation formula is proved just by extend-
ing the Chinese remainder theorem to the polynomial ring, we further construct
a dynamic secure communication scheme on identity by extending the Chinese
remainder theorem to distributive lattice.

The outline of this paper is organized as follows. In Section 2, preliminaries
of definitions and results are given. In Section 3, based on the Chinese Re-
mainder Theorem in Number Theory, Lagrange interpolation formula is proved
to be as an expression of the Chinese Remainder Theorem in the polynomial
ring. In Section 4, the Chinese Remainder Theorem in distributive lattice are
constructed and applied to secure communication application. In Section 5, an
identity-based dynamic secure communication scheme is proposed.

2. Preliminaries

Definition 2.1 ([12]). A ring is a nonempty set R together with two binary
operations (usually denoted as addition (+) and multiplication) such that

(1) (R,+) is an abelian group;
(2) (ab)c = a(be) for all a,b,c € R (associative multiplication);
(3) a(b+c) = ab+ac and (a+b)c = ac+bc (left and right distributive laws).
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If in addition: ab = ba for all a,b € R, then R is said to be a commutative
ring. If R contains an element 1r such that 1ga = alr = a for all a € R, then
R is said to be with identity.

Definition 2.2 ([8], the Chinese remainder theorem). Suppose n > 2, and
mi, Mo, ..., M, are n positive mutually prime integers. Let M = mims...m, =
miMy = moMsy = ... = m, M, here M; = mMi,i = 1,2,...,n, then for the
following congruence equations group

x = by(mod my),

x = by(mod my),

x = by (mod my,),
the minimum solution is xg = by M{M; + boMiMs + ... + b, M/ M, (mod M),
here positive integer M/ satisfying: M/M; = 1(mod m;), (i = 1,...n) i.e., M/ is
the inverse element of M; with respect to m;.

Definition 2.3 ([12]). Let R be a ring and S a nonempty subset of R that is
closed under the operations of addition and multiplication in R. If S is itself a
ring under these operations then S is called a subring of R. A subring I of a ring
R is a left ideal provided r € R and x € I = rx € I. 1 is a right ideal provided
re€ Rand x € I = xr € I. 1 is an ideal if it is both a left and right ideal.

Theorem 2.4 ([12], Chinese Remainder Theorem on ring). Let Aj,..., A, be
ideals in a ring R, such that R?> + A; = R for all i, and A; + A; = R for all
i#j. If bi,...,b, € R, then there exists b € R such that b = bj(mod A;)(i =
1,...n). Furthermore b is uniquely determined up to congruence modulo ideal
AiNAsnN...NA,.

Remark 2.5. If R has an identity, then R?> = R, whence R? 4+ A = R for every
ideal A of R.

Definition 2.6 ([15]). A nonempty set L with binary operations A and V is
called a lattice if for x,y, z € L:

()zAhz=zVe=ur,
2)xzANy=yAz,zVy=yVuz,
B)(zAy)ANz=zAN(yAz),(xVy)Vz=xV(yV=2),
4) (zAy)Vex=(xVy) ANz ==

A binary relation < is defined as for z,y € L,z <y ifxAy=xorzVy =y.
Then we can find that binary relation < is a partially ordered relation.

A lattice L is called bounded if there exists 0,1 € L, such that 0 < z <1 for
any x € L.

Definition 2.7 ([14]). For any z,y, z € L,a lattice L is called distributive if:
(B)zA(yVz)=(xAy)V(zAz),
6) zV(yAz)=(zVy A(zVz2).



904 WEI WANG, PENG XI YANG AND YAO XING

Definition 2.8 ([5], RSA public-key system). RSA is one of the best secure
algorithms till now [6].

RSA public-key system:

(1) Choose two large different prime numbers p and q.

(2) Compute n = pg, p(n) = (p — 1)(g — 1).

(3) Find e(1 < e < ¢(n)), such that g.c.d.(e,p(n)) = 1, set e as public
encryption key.

(4) Compute d, such that de = 1(mod ¢(n)), set d as confidential decryption
key.

(5) Encryption process: for plain text m € Z,, cipher text ¢ is ¢ = m®mod n.

(6) Decryption process: for cipher text ¢ € Z,, plain text m is m = ¢?mod n.

Definition 2.9 ([12], Lagrange interpolation formula). Suppose X; = (x;1, =2,
. Tin) (i = 1,2,...,m), then there exists a polynomial f;(z), such that f;(z;) =
zij(t=1,2,...,m,j =1,2,...,n). If we define so-called Lagrange basic polyno-
mial I(z) as Ip(z) =[], 2, =0, (P =1,2,...,n). Let fi(x) =3, lp(z)zip(i =
1,2,...,m,j=1,2,...,n), then we can find that f;(j) = z;;(i =1,2,...,m,j =
1,2,...,n). fi(x) is called Lagrange interpolation polynomial.

3. The Chinese remainder theorem of polynomials ring-Lagrange
interpolation formula

Lagrange interpolation formula is constructed usually from a Lagrange basic
polynomial. In fact, Lagrange interpolation formula can be proved to be as an
expression of the Chinese Remainder Theorem in the polynomial ring as the
following.

Theorem 3.1. Suppose n > 2, and x — 1, — X2,...,L — Ty, are n positive
mutually prime polynomials, Let X = (z—x1)(x—x2) ... (x—2,) = (x—2x1) X1 =
(r —x9) X9 = ... = (x — z) Xy, then for the following congruence equations
group:

F(x) = F(x1)mod (z — x1),

F(z2)mod (z — x2),

F(z) = F(zp)mod (x — ),
the minimum degree polynomial solution is F(x) = F(x1)X] X1 + F(x2) X, X2 +
o Fzn) X X =), F(;pz)%, here polynomial solution X! satisfied
J,JFL\TT J
X!X; = 1(mod —x;),(i=1,2,...,n) i.e.,X] is the inverse element of X; with
respect to x — x;.
Lemma 3.2. Let X; = [[;;,,(x — z;),then the corresponding inverse element

X,Z OfX’L 18 X’L, = W(’L = 172, ,n)

I, (x—2)) R )
Proof. X;X/mod (z — x;) = X; X/|p=a, = %’r:% = %
The theorem holds by the uniqueness of X/.

O —
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Remark 3.3. Lagrange interpolation formula can be proved to be as an expres-
sion of the Chinese Remainder Theorem in the polynomial ring. If the modules
are set properly, some other important interpolation formula can also obtained
as an expression of the Chinese Remainder Theorem in the polynomial ring.

4. The Chinese remainder theorem in distributive lattice

4.1 Congruence relation on ideals of distributive lattice

Definition 4.1 ([15]). A nonempty subset I of a lattice L is called an ideal of
L if it satisfies

(Wexelyel,zx<y=yel,

2)zel,yecl=azVyel.

Theorem 4.2. Suppose I be an ideal of a distributive lattice L. A binary
relation = is defined as forVa,b € L, a = b(mod I) if for somed € I, avd = bVd,
then the binary relation = is a congruence relation on L.

Proof. It is easy to see that binary relation = has reflexivity and symmetry.

Suppose for a,b,c € L, a = b(mod I) and b = ¢(mod I), then there exist
d,e € I, such that aVd=bVd, bVe=cVe SoaV(dVe) =bVdVe=
bVeVd=cV(dVe),and dVe € I, then a = ¢(mod I). So binary relation =
is an equivalent relation.

Suppose a = b(mod I), then there exists some d € I, such that aVd =bVd,
then Ve € L, (aVd)Ve= (bVd) Ve, ie., forsomede I, (aVe)Vd=(bVe)Vd,
then aVe=0bVc(mod I).

In the same way, a = b(mod I), then there exists some d € I, such that
aVd =bVd, thenVc € L, (anc)Vd = (aVd)A(cVd) = (bVd)A(cVd) = (bAc)Vd,
then a A ¢ = b A c(mod I).

Suppose a = b(mod I) and ¢ = d(mod I), then a V¢ = bV ¢(mod I) and
bVe=bVdmodI),soaVec=bVdmodI).

In the same way, we can get a A ¢ = b A d(mod I). O

Remark 4.3. Suppose I be an ideal of a distributive lattice L. A congruence
relation = can be induced by I. If we use [z]|; to denote the equivalent class of
x € L,ie., L/I = {[z]r|lx € L}. If we define [z]; V [y]r = [z V y|1, [x]r A [y]r =
[ Ay|r, then (L/I,A,V) is a distributive lattice.

Theorem 4.4. Suppose I be an ideal of a lattice L. If a € I, then [a]; = 1.

Proof. Suppose for x € [a];, there exist d € I, such that z Vd = a V d, since
r<axVd=aVdel. Sox¢€l. On theother hand, if x € I, then xVa €I,
since z V (z Va) =aV (z Va), then z = a(mod 1), i.e., x € [a]r. O

Corollary 4.5. Suppose I be an ideal of a lattice L. If a € I, then ¥d € L,
a=aAd(modlI).
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Proof. Vd € Landa€ I, aVa= (aAd)Va,soa=aAd(modI). O

Definition 4.6. Suppose I1, Is be two ideals of a lattice L. An ideal I generated
by Iy U I5 is called the sum of ideals I; and I3, denoted by I = I + I.

Lemma 4.7. Suppose Iy, Iy be two ideals of a lattice L. Then I + Iy = {x| for
some a € I1,b € Iy,x < aV b}.

Proof. Suppose I = {z| for some a € I;,b € I,z < a V b}, then any ideal J
containing Iy, I» must contain I: if x € I, then for some a € I1,b € I, x < aVb,
r<aVvbeJ, wegetxeJ. ie, I CJ. And we have [y + I, D I.

Next we prove that [ is an ideal. Suppose z < y and y € I, then for some
a € l,behye <y<aVb sox el Ifaxyel, then for some a,a; € Iy,
b,by € Iy, we have x < aVb, y < a3 Vb,soxVy<(aVb) V(e Vb)=
(aVa)V(bVby),and aVay € I, bV by € Iy, we have x Vy € I.

It is easy to see that Iy C I, Is CI,so Iy +1s C I. O

Corollary 4.8. Suppose I1,I> be two ideals of a distributive lattice L. Then
I + Iy = {a V b| for some a € I1,b € Is}.

Proof. Suppose x € I1 + I, then for some a € I, b € I3, we have x < a V b.
Andz=zA(aVvb)=(zxANa)V(xAb),sincexNa<acl,ztANb<bel, we
get zANa €I,z ANb€ Iy ie, I1 + Iy C {aVb| for some a € I1,b € Is}. And
we have I1 + Is D {a V b| for some a € I},b € I1}. O

4.2 The Chinese Remainder Theorem in distributive lattice

Based on the above results, we can construct the Chinese Remainder Theorem
in distributive lattice.

Theorem 4.9. Suppose 11, 1o, ..., 1, be ideals of a distributive lattice L, such
that L = I, —|—ﬂi#kli,k =1,...,n. Ifb1,ba,..., b, € L, then there exist b € L,
such that b = bj(mod I;),i = 1,2,...,n. And b is uniquely determined with
respect to module ideal Iy N 1o N ... N I,.

Proof. For every k, b, € L = I}, + ﬂ#k Li,k=1,...n. When a, € I}, r; €
ﬂ#k I;, by = ap V ri. On the other hand, ay € I, then by Vap = ap Vre Vag =
T V ag, so by = rp(mod Iy),k = 1,...n. r; € ﬂ#kfi, then for all d € L,
rp = rp Ad(mod I;), (i # k). Let d = ry, then r, = ri Ari(mod I;)(i # k). Let
b=riVroV...VrpV...Vry, =71 VraV. .. Vrg V... Vry = (r Arg) V(ra A
)V ... Vrg V...V (ry Arg)(mod Iy) = ri(mod I), (k= 1,2,...,n). So we get
b=bi(mod I)(k=1,...n).

Then we prove the uniqueness.

Suppose there exist ¢ € L, such that ¢ = bg(mod Ix)(k = 1,...n). Then
b= c(mod I)(k =1,...n). So there exists dj, € Iy, such that bVdy = cVdy, (k =
1,...n). (OVdi))A(BVd)A...A(bVdy,) = (cVdi)A(cVdo)N...N(cVdy),ie.,
bV (diNdaA...Ndp) =cV(diNdaA...Ndy), then we get b = c¢(mod ), ;). O
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4.3 A new communication scheme based on the Chinese remainder
theorem in distributive lattice

Based on the Chinese Remainder Theorem in distributive lattice, we can further
propose a secure communication scheme as follows.

Theorem 4.10. Suppose L = {the polynomial space on GF(2)}. A binary
relation < is defined as for v < y,(x,y € L) < y|z, then (L,<) is a partial
ordered set.

f 52) f((fv))g ), 9(x )!f(w) = (:c) = g(z) & f(z) < g(x),9(x) < f(z) =

x) = g(z);

[ §3 f(@)lg(x), g(@)[h(x) = f(z)|h(x) & g(z) < f(z),h(z) < g(z) = h(z) <
(L, <) is a partial ordered set. O

Theorem 4.11. Suppose L = { the polynomial space on GF(2)}. For ¥f(x),
g(x) € L, f(z) + g(x) and f(x)g(x) exist, i.e. L is a commutative ring. The
binary operations V, A\ are defined as

(1) F(2)V 9(z) = g.c.d.(f(x),g(x));

(2) f(x) Ng(x) = Lem.(f(x), 9(x)),

then f(z)V g(z) and f(z) A g(z) exist, (L,V,A) is a distributive lattice.

Lemma 4.12. Suppose I be an ideal of a lattice L. Then I = {m(z)p(z)|m(z) €
L}, here p(x) is the irreducible polynomial on L.

Proof. Suppose f(x) € L,g(x)|f(x) and g(z) € I, theng
hx)g(x) = f(z) = hx)mi(2)p(z) = f(x) € I, Le., f(x
g(x) € I, then we get f(z) € I. On the other hand, Vf(x) €
1. O

T~
m <
&l

Theorem 4.13. The unique solution determined by the module
ﬂ[i = {m(z (]pZ )€ L}
i

is Fl(z) =325 fi(x) [z pi(2).

Proof. Let pi(x) € I, since (f5(z) [Ty, () V pi(s) = OV pifa) = pa(a),
we get fj(z) [1;; pi(z) = 0(mod Iy), and from ([ ], ., pi(z),p ( )) =1, we have
u(@) ([T pi(2))+o(2)pr(z) = 1, then U( (S (éU) [ Lz, pi(@))+o(@) fie(z)pr(z) =
fi@), 50 (fu(@) Ty i), pr()) = file)s by (Fu(2) Tlogy pile)) V pa(z) =
fre(x)Vpr(z), we get (fr(z) [1,2; pi(x))mod Iy = fk(ac), forany k, (k =1,2,...,n),
F(z)mod I, = 2, fj(®) [1;4; pi(x)mod Iy = (fipeps...pn + p1fops...pn +
p1p2p3 - - . fn)mod Iy = fi(x), then F(z) is the unique solution. O
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Based on the above analysis, a secure communication scheme can be de-
signed as follows: after the sender and the receiver of the communication chose
n modules on L: Iy, Is, ..., I,, the sender can send solution of the congruence
equations group F'(z) directly through the channel, the receiver can obtain
filx)(i =1,2,...,n) by F(z)mod I;, then the receiver can get original informa-
tion flow safely and effectively, so as to achieve the requirements of the secure
communication.

System only need to transfer F'(x) secretly, transfer volume decreases. Even
if F'(z) is obtained by an intruder, since he couldn’t know the module and order,
it is difficult to use F'(x) to get the original sequence; When the receiver needs to
restore sequence, he only needs to perform modular operations, which is simpler
and faster.

Remark 4.14. The Chinese Remainder Theorem can be constructed in dis-
tributive lattice, not in lattice, because the congruence relation is defined just
based on the properties of distributive lattice.

5. Identity based dynamic secure communication scheme

There has been a growing interest in the use of chaotic techniques for enabling
secure communication in recent years. The use of Chaotic techniques can en-
hance communication security, while it is inferior in low bit error rates (BER)
performance as compared to conventional communication schemes.

In this section, by constructing the Chinese remainder theorem with respect
to ID; combing RSA public-key cryptosystem, a new kind of secure communi-
cation is obtained with the same secure level and less complexity compared with
the techniques mentioned above.

Assume that there is n users w;, (i = 1,2,...,n) in the system, ID; is the
identifier of w; (such that i # j, (ID;,ID;) = 1). System Center(SC) chooses
two different large prime numbers p and ¢, and calculate n = pq(public),

¢(n) = (p — 1)(g — 1)(confidential by SC). The system selects encryption key
e; (public)and decryption key d;(confidential by u;) for each user u;, such that
eid; = 1(mod ¢(n)), and 1 < d; < ID;.

For congruence equation:

x = d;(mod ID;)

SC get the solution z¢ (public)based on the Chinese Remainder Theorem.
SC chooses Two-way function f(public).

Communication process: Suppose there is a user u; who will want to com-
municate with wu;, then u; get the decryption key d;(confidential by u;) by
computing d; = romod ID;, and compute f (m,T), T is the sending time, m
is the message. When u; received f%(m,T), he computes (f% (m,T))%mod n,
then gets T and m. If T meets the requirements, accepts m, otherwise refuses
m.
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Remark 5.1. The improvement of the secure communication system over the
RSA is that on one hand by combing RSA public-key cryptosystem and the
Chinese remainder theorem the scheme just stores public xg instead of public
key list, store volume decreases; on the other hand the scheme keeps the same
level security of RSA, while avoids complicated power operations.

6. Conclusion

Based on the Chinese remainder theorem of polynomials, Lagrange interpola-
tion formula is found to be an extension of the Chinese remainder theorem in
the polynomial ring. And two new communication schemes based on the Chi-
nese Remainder Theorem in distributive lattice and combined with RSA are
proposed.
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