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Abstract. Retrieving relevant information from trust-based Peer-to-Peer (P2P) net-
works is a challenging research task. The users on P2P networks endeavor to ensure
that the peers have to provide guaranteed relevant information (or documents) for their
information needs. Recent researches in evaluating the trustworthiness or even the rep-
utation of peers lack a well-formulated testbed. As such, building a robust testbed for
evaluating trustworthy P2P networks motivates to propose a ground truth testbed as
a contribution in P2P systems. In this paper, a trust-based testbed is developed espe-
cially in P2P digital libraries using TREC WT10g collection which has been used for
evaluation in many P2P networks. The testbed contains a set of peers of trustworthy
values for each peer that is estimated using peer rank approach. The statistical factors
such as the distribution of peer trustworthiness, distribution of relevant documents and
the location of relevant documents within each setting, and the importance of proposed
testbed to reach 100% Recall in information retrieval are analyzed. The results are
compared with two well-known testbeds.
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1. Introduction

Peer-to-Peer (P2P) overlay network is a distributed computing system emerging
as a popular way to share a huge amount of data [14]. The nature of the P2P
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overlay network gives the flexibility to form many application scenarios from
open file sharing (content exchange) and resource sharing (CPU, storage and
bandwidth) to digital libraries [8]. Digital Library (DL) application is consid-
ered one of the common applications of such a network for content storage and
retrieval [16]. These libraries have common characteristics such as (i) contain a
large number of documents, (ii) their documents are fairly uniformly distributed
and (iii) they share the same popularity in the pattern of documents access. In
order to build a testbed to evaluate the performance of IR systems related to
DL applications, many factors should be taken into account such as the digi-
tal library trustworthiness in order to retrieve pure and high-quality materials.
Although the traditional search engines that are centralized or distributed over
self-organized P2P overlay networks mainly focus on improving the retrieval ef-
fectiveness and efficiency, the users of P2P networks concern with relevant and
trustworthy documents. These documents are relevant to the issued query and
at the same time are not corrupted or contain viruses to satisfy their informa-
tion needs. Because of the content distribution in P2P information Retrieval
(P2PIR) is subject to constant change as results of operations such as insertion,
deletion, and/or modification, the quality of the published contents (i.e. their
trustworthiness) becomes an important issue in these applications. This means
that there are some peers more trustworthy than the others. Thus, trust-aware
P2P overlay networks are concerned with the retrieval of not only relevant but
also high-quality documents from trusted peers.

Several types of research have been dedicated to essentially improve and fo-
cus on the retrieval effectiveness of DL applications. In [10] proposed a hybrid
P2PIR approach using a large scale testbed and a set of queries. The retrieval
effectiveness is estimated where the efficiency of the system is evaluated based on
the number of routed queries. They considered, in their testbed, the combined
documents that have similar content (topic) by using the similarity-based soft-
clustering algorithm. They only created the testbed depending on the topic of
documents ignoring any factors that are related to documents or peers trustwor-
thiness. In [7] proposed a cluster-based P2P architecture that is evaluated using
six testbeds developed from WT10g collection as real suite large-scale testbeds
[9]. In [9] considered three factors for building their testbeds: (i) document dis-
tribution across peer-collection (which follows a power-law distribution), (ii) the
location of relevant documents (Recall) and (iii) coverage of the topics (preci-
sion). However, they did not mention or even tackled the trust factor associated
with DL applications. The same testbeds are used by [1,2,3] for evaluating a set
of routing techniques on a cluster-based architecture P2P network to retrieved
relevant documents of a given query maintained into clusters (or super-peers).
To our knowledge, there is no common ground truth testbed that is realistic to
be used for P2P system evaluation depending on the trust factor. Therefore,
an approach is proposed to build a testbed by measuring the importance of
the peers (i.e. their trustworthiness) by estimating and assigning a trust value,
named peer rank. These values facilitate routing the given query to the rele-
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vant and trustworthy peers in providing high-quality contents. The contribution
here is suggesting a proposed testbed for P2P overlay architectures that focusing
on peer trustworthiness evaluation. In particular, the testbed utilizes the well-
known page rank algorithm to estimate the peers rank based on the connected
graph between each other.

The remainder of the paper is organized as follows. Section 2 presents re-
search related to trustworthiness; Section 3 discusses the proposed approach
on building the testbed. Section 4 presents the experimental settings and the
data set used for constructing the proposed testbed and also analyzes the cre-
ated testbeds from trustworthiness and effectiveness point of views, followed by
Section 5 that concludes the findings of the paper and the future work.

2. Related works

Identifying the quality of documents stored in P2P network nodes has revealed
a new concept in P2P information retrieval research area called entity trust-
worthiness. The trustworthiness of an entity could be defined as the quality
of relevant documents or service providers for satisfying the user’s information
needs [3]. There are many techniques to estimate the trust values of peers,
one of them is gathering the number of positive or negative feedback from the
other peers to be exploited for estimating the reputation of a specific peer [17].
The trustworthiness of peers in P2PIR must be taken into consideration by re-
searchers due to apparently the widespread applications that depend on P2P
systems such as block-chain systems which might be a security mechanism for
authentication and authorization [13]. In addition, the users in P2P networks
have full permission to publish their content which might lead to overwhelming
the network with malicious or selfish peers or even untrustworthy documents or
feedback. Therefore, the necessity for robust techniques in order to filter such
malicious (or selfish) peers or untrustworthy documents (or feedback) is high.

Many techniques have been proposed to compute the trustworthiness of doc-
uments and peers. For instances, EigenTrust [6] is a reputation-based system
that depends on filtering out inauthentic files in P2P file-sharing networks. In
this technique, a unique global trust value for each peer in the system is esti-
mated based on the local opinions of all the other peers. The local trust value
is a summation of user ranks that are gathered directly or indirectly of either
positive or negative rate. In [15] proposed a multi-agent trustworthiness model
where each agent maintains models of its acquaintances that describe their ex-
pertise (the quality of the services they provide) and sociability (the quality of
the referrals they provide). These two works used their own testbeds to evaluate
their systems and compute the trust factor through the lifetime of the system.
In [12] suggested two trustworthiness methods to calculate the trustworthiness
of a specific peer: subjective and objective trustworthiness. The subjective
trustworthiness is estimated through direct interaction with the acquaintance
peer where the objective trustworthiness is estimated by collecting trustworthi-
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ness information from other peers. This is similar to the reputation-based trust
model that uses experience or the experiences of others as a recommendation. In
[18] also proposed to estimate documents trustworthiness depend on document
reputation (objective trustworthiness) and peer trustworthiness (subjective and
objective trustworthiness). In [4] built an approach that depends on the com-
bination of some metrics to calculate the trust values of peers. The system
suggested many factors to calculate the trustworthy peer value, where the in-
crease in factors will force these systems to built by a small number of peers
for evaluation. VectorTrust [20] is a trust management system for aggregating
distributed trust scores, which is built on a Trust Overlay Network (TON) on
the top of decentralized P2P networks. VectorTrust uses a Bellman-Ford based
distributed algorithm for fast trust score aggregation.

Although there are many models for P2P overlay networks that cover the
trust factors in these type of the systems, these proposed systems use their own
testbeds for trust-based evaluation which are small in their nature. Therefore,
they do not reflect the real environments and provide a useful testbed for com-
parison. As such, this motivates us to build a testbed simulate the trust values
of peers. The proposed testbed is built based formally on the peers rank val-
ues; which is the number of access to a specific peer by the link structure of
documents inside the peer as a factor for trustworthiness.

3. Trust-based Testbed for digital libraries

The proposed trust-aware testbed has the characteristics of real DL applica-
tions. The documents are distributed evenly over the peers with almost the
same number of documents. This paper proposes a method to build a testbed
that satisfies such characteristic called Digital Library Peer Rank (DLPR). The
UWOR (Uniform WithOut Replication) testbed is used built by [9] to be used
for systems with uniformly documents distribution, as initial testbed to build
DLPR. The UWOR testbed contains 11,680 domains (or peers) that guarantee
the equal number of documents on each peer for the proposed testbed. The pro-
cess of building DLPR testbed has three phases include estimating page ranking,
selecting top domains and documents transfer. These phases are discussed in
more detail as follows:

Page ranking: page rank indicates the importance of the page by the
number of times a user visits it through browsing the web giving either an
implicit or explicit feedback. Implicit feedback is derived from different signals
depending on the user behaviors such as the time spent on viewing documents
during the search process (or dwell time), page scrolling or browsing actions
[5]. On the other hand, the explicit feedback is estimated directly from the user
during click-through documents as relevant documents. The feedback gives an
indication of the importance related to the visited documents. The documents
in the web, however, contains links to other topically related documents which
forms the building block link structure for estimating the page rank of the web
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Figure 1: The process of building trust-based Testbed

pages. This rank value has the ability to distinguish the popular (those with
incoming links or those that have links from popular pages) and unpopular web
pages by using the in-link and out-link files [11,19]. In order to estimate the page
rank of web documents, a graph of documents has to be built and traversed for
derived the page rank. The graph comprises a set of nodes (or vertices) represent
the documents in the corpus (or collection of documents) and a set of links (or
edges) refer to the hyperlinks (in-links or out-links) between pages. Such a
graph is used to estimate the document rank by walking through the graph and
estimate the number of times document is visited as a probability chain the link
is being visited by the others. The general formula to calculate the Page Rank
for any page u is:

(1) PR(u) =
λ

N
+ (1− λ)×

∑
v∈Bu

PR(v)

Lv

where N is the number of pages being considered, λ is a constant with typical
value 0.15, Bu is the set of pages that point to u, and Lv is the number of
outgoing links from page v (not counting duplicate links).

Peer ranking: The process of estimating the ranks of peers relies on the
rank of their documents. In particular, the page ranks are estimated for each
WT10g document that has in-link and out-link structures. The peer rank based
on the rank of its documents is evaluated, then the peers are sorted based on
their rank values in descending order. The DLPR is then built by selecting the
top 8 peers from the sorted list, this number was selected to guarantee a small
number of libraries and on the same time ensure the equality in the number of
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documents in each peer. These top peers are used as attractors for other peers
where the documents of the other peers are distributed over these attractors.
This process is continued until there are no peers left in the list. As a result,
this method generates 1460 number of peers each of which has 8 domains (or
peers) with an average of 1160 documents.

Document transfer: The transfer of documents in the testbed ensures
the uniform distribution of documents that represent the characteristics of DL
applications. Nevertheless, the domain of trustworthiness needs a rank system
for assigning trust values to each peer as discussed. The question is how can
exploit the rank values of peers to be used as trust metric value for re-ranking the
peers at query time. In summary, building a realistic testbed for DL applications
reflecting the trustworthiness manner leads to the necessity for a metric that
measures the trust factor of each peer collection. As a result, this paper proposes
a peer-rank based metric for building a trust-based testbed.

4. Experimental setting and results

4.1 Experimental settings

Test collection. The TRECs Web 10G Collection (WT10g) is used that con-
sists of 11,680 web domains, 1,692,096 documents and relevance assessment
comprises of 100 topic query (Ad-hoc TREC 2000 task). The motivation be-
hind using such collection is because the testbeds that are built by [9] have a
set of characteristics and they are large enough to reflect the real situation in
P2P architectures.

Evaluation metrics. Two metrics have used that estimate the trustwor-
thiness values of documents and peers used in the proposed testbed that is
being compared with the other two testbeds proposed by [7] and [10] as base-
line testbeds. These two metrics include document ranking (or page rank) and
peer ranking (extracted from the average page rank of the peers documents).
Moreover, in order to evaluate the effectiveness and efficiency of the proposed
trust-based testbed, a set of metrics were examined such as peer rank, the distri-
bution of documents, fraction of peers to reach 100% Recall values and average
Precision values. The peer rank value is obtained from its documents that rep-
resents the importance of a peer regarding the number of visits using the peer
link structure. The distribution of the documents across peers reveals the equal
number of documents over each peer to reflect the specific features characterize
the DL applications. The fraction of peers required to achieve 100% Recall (for
each topic) clarifies for each query how many peers in average is required to
reach Recall value of 100%. The average precision represents the number of
relevant documents in the results list to the whole number of documents. This
metric is used in three testbeds to analyze the effect of trustworthiness on the
distribution of the relevant documents over peers within the testbeds.
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4.2 Experimental results and testbed anaylsis

The trustworthiness of Testbeds. The proposed trust-based testbed ranks
the peers using the page rank of its documents which is estimated overall the col-
lection documents. Here, the evaluation metrics are examined and the results
are compared to the baseline testbeds. Figure 2 demonstrates the peer rank
values that are estimated in the proposed testbed and the other two baseline
testbeds. The x-axis represents the fraction of peers that are taken into account
and the y-axis represents the average peers rank value for the fraction interval.
The figure sorts out the testbeds based on the obtained average values of peers
ranks across the peers fractions. The findings show that the DLPR substan-
tially follows a power law distribution including peers rank values. This also
suggests that there are in the testbed some peers are more trustworthy than the
other peers and the distribution of this pattern follows the realistic DL scenario.
However, such property cannot be observed for the other two testbeds, i.e. DL
WOR and DL LC testbeds. As a result, these two testbeds are not suitable
for DL applications depending on the trustworthiness concept to retrieve rele-
vant and/or high quality (or trustworthy) documents from the peer-based IR
systems.

Figure 2: Average peer rank of fraction peers

Documents distribution of Testbeds. One of the P2P DLs scenario
characteristics is the even distribution of documents over each digital library.
Thereby, it is important to create the testbed which almost has evenly docu-
ments distribution. Figure 3 determines the average distribution of documents
over fraction number of peers, where the x-axis demonstrates the fraction peers
taken into account and the y-axis figures out the average number of documents
in each fraction. The proposed testbed (DLPR) is the best one of the two
testbeds in an equally large number of documents distribution which is more
real as an initial sprinkling of documents over peer collection.
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Figure 3: Average number of documents for each peer fraction

The effectiveness of Testbeds. The location of relevant documents has
important attention in the P2P system architecture due to increasing the effi-
ciency of these models. So two concepts are briefly being discussed that related
to the distribution of relevant documents (topics) over peer-collection to reach
100% Recall and average precision of relevant documents over peer-collections.

Recall: In order to compute the number of peers to reach 100% Recall,
the fraction of peer population is computed as shown in Figure 4. As clarified
from the figure, a conclusion is that for each topic the DLPR testbeds almost
has a high topical distribution over collections (or peer) than the other two
testbeds. But the DLPR testbed distributes topics over peers with redundancy
in an efficient manner compared to the other two baseline testbeds. As such, the
probability for reaching 100% Recall is high in the DLPR over peer collections.
In addition to the topics distributions, the DLPR testbed provides other impor-
tant factors such as trust factors that focus on the trustworthiness of peers in
providing trustworthy documents.

Precision: The other metric that is more important is the Precision within
the peer-collection. The Precision represents the proportion at which topics (or
relevant documents) are presented within the peer collections. The precision
is calculated by using one of the [9] precision metric that considered all the
peer collections have at least one relevant document and measured their average
precision as follows:

(2) Pavg =
1

n

n∑
i=1

Pi

where n is the number of peer-collections that have at least one relevant docu-
ment and Pi is the precision as measured by the number of relevant documents
over the total number of documents shared in the ith collection.
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Figure 4: Fraction of peer population to reach 100% recall

Figure 5: Average precision of topics distribution

In Figure 5, the DLLC (Digital Libraries Lu and Callan) and DLWOR (Dig-
ital Library WithOut Replication) have high Precision values than the proposed
testbed. The Precision and Recall have an effect to the testbed from an effec-
tiveness perspective, but their results do not reflect the quality (or trustworthy)
of documents as the number of trustworthy documents for some peers in the
testbed significantly are larger than the other two testbeds. Consequently, the
DLPR testbed specifically focuses on the importance of trustworthiness that is
related to some peers comparing to the other peers. The reasons behind such
results back to that high number of non-relevant documents have the highest
trust values, due to the trust value computed through the number of peers access
to these documents or more recommend by other peers as to be the trustworthy
documents [18].
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5. Conclusions and future works

Building a testbed reflecting the trustworthiness factor is one of the demand-
ing tasks. In addition, the trustworthiness concept is subjective in its nature.
Therefore, estimating such factor value occurs during the lifetime of the system
as deployed in dynamic systems. As a result, this paper proposed and built a
testbed that comprises the trustworthiness factor required by many researchers
to tackle the problem of retrieving more relevant and trustworthy (or reputable)
documents. The DLPR (or proposed) testbed is constructed to reflect digital li-
braries by taken into considerations many factors related to them such as a large
number of peers, uniformly distribution of relevant documents and the most im-
portant factor that is related to trustworthiness that depends on the page rank
of the documents inside each peer. In the construction phase, a well-known
dataset is selected reflecting the Web documents and the power low distribution
of documents over the Internet. This dataset is the WT10g Collection that is a
real collection and since it used by many other systems as a standard collection
to evaluate their models.

The proposed testbed suffers from precision and recall which is expected
results, as the nature of systems that depends on the trustworthiness changes
content through the lifetime of systems and some peers might join and leaf the
system to increase their reputation and existence so the distribution of topics
on the type of these systems was not taken into consideration.

Evaluating the trustworthiness in the P2P overlay networks is one of the
most demanding and neglected tasks because the trustworthiness is subjective in
nature and it supposed to be computed through the lifetime of the system. This
paper presented a proposed trust-based testbed that depends on the peer rank
as a trust factor used as a criterion for building the testbed. The distribution
of peers ranks in peer collections of DLPR, DLWOR and DLLC testbeds is also
discussed along with demonstrating the other factors such as the distribution of
relevant documents (presented by topics) over peers collection in order to reach
100% recall and the distribution of relevant documents (presented by topics)
over peers. The proposed testbed is concentrated on the importance of peer on
peer-collection and reflects it as peer trustworthiness, so another factor may be
relatively different. In the future work, the proposed testbed is being expanded
to support the model with the actual behavior of a P2P system to check how
much accurate the testbed in trust-based P2P systems.
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