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Abstract. Kupyna has been approved as a new cryptographic standard hash function
of Ukrain in 2015 (Ukrainian standard DSTU 7564:2014). It is built on the transformations of Kalyna block cipher (Ukrainian standard DSTU 7624:2014). The design of
compression function of Kupyna is nearly identical with Grøstl that makes it vulnerable to the similar attacks those were introduced on Grøstl. It is adapted for its highly
secured design and its efficiency but lately Mendel et al. [4] and Zou et al. [14] mounted
rebound attack on compression function of Kupyna-256 and reduced round collision
attack on Kupyna hash function respectively. These attacks are applied on Kupyna
because of its permutations based on AES. In this paper we propose Kupy-Neev hash
function in which we change those permutations with the permutations based on Neeva
Hash [1].
Keywords: Davis-Meyer mode, Grøstl, Kupyna, Neeva hash function, Rebound attack.
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1. Introduction
Kupyna is announced as a new standard cryptographic hash function for Ukrain
in 2015. It has been chosen over GOST R 34.11-94 [6] which was used earlier
for all security applications in nationwide before 2015. GOST R 34.11-94 was not
efficient enough and couldn’t provide required security hence a new hash standard
was needed. Kupyna is quite efficient and gives high security. Due to these
features, it had been started using in every practical scenario for cryptographic
hash function. Kupyna uses Davis-Meyer compression function based on EvenMansour scheme and its internal permutations are similar to the transformations
of the Kalyna block cipher [11].
The compression functions of Kupyna and Grøstl [5] are very much similar
which allow us to use the same cryptanalytic tools used in the analysis of Grøstl.
Grøstl was chosen as one of the five finalists of SHA-3 competition because of
its unique design and efficient software implementation. It is based on wide trail
strategy. Mendel[10], [9] and Jean[7] had applied rebound attacks and collision
attack on 5 rounds of Grøstl due to similarity of its permutations with AES and
also applied collision attack on 5 rounds of Grøstl. The same attack strategy is
used for Kupyna which makes it vulnerable to use in near future. This is the
main reason to find an alternate of Kupyna. Thus, we propose a Kupy-Neev
hash function2 which has a different set of permutations and can provide better
security.
This paper is organized in the following manner: In Section 2, Kupyna hash
function is discussed briefly, we propose our Kupy-Neev hash function in Section 3
and in Section 4, the analysis of the proposed scheme is shown.
2. Kupyna hash function
Kupyna is an iterated hash function approved as Ukrain standard hash function.
There are two permutations T + and T ⊕ used in the compression function of
Kupyna which is very much similar to AES. In the following subsection we define
the design of this hash function and the underlying permutations.
2.1. The hash function
Kupyna has two variants, Kupyna-256 and Kupyna-512 which give output of
length 256 and 512 respectively. We will discuss here Kupyna-256 only. The
input message M is first padded and then divided into the blocks m1 , m2 , . . . , mk
of length 512-bit. Here, Message is processed by f (hi−1 , mi ) iteratively till all the
message blocks of 512-bit get exhausted where f is the compression function and
hi is the chaining variable for 1 ≤ i ≤ k. Once the updated 512-bit register ht is
obtained and then output transformation Ω(ht ) to calculate the final hash h. So,
h0
hi
h
2

=
=
=

IV
f (hi−1 , mi ) for 1 ≤ i ≤ k
Ω(ht )

Kupy-Neev is the proposed hash function in which the mode of iteration is same as Kupyna
but underlying compression function is based on Neeva hash function [1]
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The compression function f is based on two permutations T + and T ⊕ and is
defined as follows:
f (hi−1 , mi ) = T ⊕ (hi−1 ⊕ mi ) ⊕ T + (mi ) ⊕ hi−1
The output transformation Ω applied on ht to find the final hash value h of size
256 where truncn (x) is taking ‘n’ most significant bits of x.
Ω(ht ) = trunc256 (T ⊕ (ht ) ⊕ ht )
The following figure is taken from the reference [12] shows the design of Kupyna
hash function.

Figure 1: Kupyna hash function
2.2. The permutations T + and T ⊕
The structure of both permutations T + and T ⊕ is very similar to each other. In
Kupyna-256 permutation updates on 8 × 8 state of 64 bytes in 10 rounds. In each
round, the round transformations updates the state by means of the sequence of
transformations viz., AddConstant, SubBytes, RotateBytes and MixBytes [4].
MixBytes ◦ RotateBytes ◦ SubBytes ◦ AddConstant(·)
The permutations are explained in detail with all transformations in the main
document of standardization of Kupyna [11]. We describe it briefly in the following
manner:
(i) AddConstant: In this transformation, the state is added by round constants. The column-wise modular addition mod 264 is done with round constant which provides non-linearity in T + but not in T ⊕ (as round constant
is xored column wise to the state). This is the only difference in both of the
permutations. The round constants for T ⊕ are defined as follows for round
r, 1 ≤ r ≤ 10 and column j, 1 ≤ j ≤ 8:
(r)

ωj = ((j ¿ 4) ⊕ r, 00, 00, 00, 00, 00, 00, 00)T
The round-independent constants for T + for column j are given by:
(r)

ζj = (F 3, F 0, F 0, F 0, F 0, F 0, F 0, (7 − j) ¿ 4)T .
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(ii) SubBytes: In this transformation, the S-boxes are applied to each byte of
the state. S-box of 8 × 8 (defined in [12]) is used for decent cryptographic
properties. The detailed specifications is given in the main document. This
step is same for both of the permutations T + and T ⊕ but it is the only
non-linear component in T ⊕ .
(iii) RotateBytes: In this transformation, the rows are cyclically shifted in such
a manner that row j is shifted rightward by j byte positions, 0 6 j 6 8.
Even this transposition is same in both of the permutations.
(iv) MixBytes: In this transformation, the columns of the state get operated.
A 8 × 8 circulant MDS matrix over F28 . The coefficient of the matrix is
chosen in such a way that the branch number of the MixBytes is 9 [12]. This
step is also same for both the permutations T + and T ⊕ .
Permutations T + and T ⊕ are almost same with all the transformations except
AddConstants. This is the only difference in both of the permutations and this
variation will make the structure different from AES and can resist all the direct
attacks of AES like rebound and many more [4], [14], [9], [7].
3. Proposed Design: Kupy-Neev Hash
In this section, we present Kupy-Neev hash in which compression function is
changed, keeping the mode of iteration of Kupyna intact. This is done because
the majority of attacks applied on Kupyna [4, 14] are basically targeting the
compression function, precisely its permutations i.e., T + and T ⊕ . So, in the
proposed design we have changed those permutations with N and N ∗ . In this
design, message is divided into the blocks of 512-bit and it has two more inputs
i.e., initial variable and a counter. It will be called KN-hash now onwards. Now,
it will be discussed in detail.
3.1. Padding
The padding procedure for the KN-hash is same as in Kupyna hash function. It
takes a message m of b bits as an input. Each message follows an unambiguous
padding rule irrespective of its length. Append 1 to the end of the message and
add d ‘0’ bits in such a way that d will be the smallest non-negative solution of
the congruence relation b + 1 + d + 96 ≡ 0 mod 512, i.e., b + 1 + d ≡ 416 mod 512
where the last 96-bit represents b in bits. The maximum length of the message is
restricted up to 296 − 1 bits.
3.2. Parsing
Once message m is padded, it will be divided into the ‘t’ blocks of 512-bit length.
m0 = m1 ||m2 || · · · ||mt ,
where m0 is the padded message.
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3.3. Initial values
In the proposed scheme we need to have an initial value IV and a counter C0 of
lengths 512-bit each.
IV = 1 ¿ 510, i.e., IV = 2510
The counter C0 is
C0 = 000
· · 000} 1.
| ·{z
127−times

3.4. Hash construction
An initial value IV, a counter C0 and the first message block m1 , each of 512-bit
are taken as an input of compression function f and processed as following:
h0 =
Ci =
hi =
h =
Ω(ht ) =

IV
Ci−1 ¢512 1
for 1 ≤ i ≤ t
f (hi−1 , mi , Ci−1 )
for 1 ≤ i ≤ t
Ω(ht )
trunc256 (N (ht ) ⊕ ht )

where N is the permutation in KN-hash and h is hash digest of 512-bit which
will be used as a initial value for next message block. The hash construction of
KN-hash is almost same as hash design of Kupyna. The only difference is the
extra input, i.e., a counter C0 which wasn’t there initially.
3.5. Compression function
Suppose we have a message, m and we need to evaluate KN-hash of this message. Firstly, it is to be padded and divided into the ‘t’ blocks of 512-bit, i.e.,
m1 ||m2 || · · · ||mt . Message block m1 xored with IV, fed to permutation N . Also,
m1 xored with C0 , fed to N ∗ . After applying permutations N and N ∗ on those
512-bit registers, the output of N and N ∗ are xored with initial value as in the
case Davis-Meyer construction [3]. This 512-bit output will be used as chaining
variable for next message block and the whole process will be repeated. It will
happen till all the message blocks get exhausted. The final 512-bit output ht , after
all message blocks are used up, is xored with N (ht ) to get an updated register of
512-bit. The most significant ‘256’-bit of this register is taken as a hash digest of
the message m. The following figure represents the compression function for the
proposed scheme.

Figure 2: Kupy-Neev compression function
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3.5.1. The permutations N and N ∗
The N and N ∗ permutations act on 512-bit register. Both of these permutations
are almost same but differs in Feistel type transformation. We will now describe
the structure of N and N ∗ .
The permutation N is basically same as the permutation used in the Neevahash [1]. In N , firstly Present S-box (4 × 4) is applied on the register in parallel,
then the register is divided in sixteen 32-bit words on which Feistel structure is
applied on every 128-bit in parallel. In this Feistel type structure, the first, second
and third word are updated by xoring with the fourth word and keeping the fourth
word unchanged. This unbalanced Feistel structure is applied in parallel on four
128-bit strings of the register to provide word wise diffusion. After this a 16-bit
left rotation is given and round constants are added under modulo 232 to each
round. The whole set of these transformations is named as u. It is applied 32
times for one application of N . Mathematically, we can write
u(x) = (rotl16 (F (S(x)))) ¢232 RCj
N (x) = u
· · · ◦ u}(x),
| ◦ u{z
32−times

where S is the Present S-box (4 × 4) acting in parallel, F is the Feistel structure
defined above, rotl16 represents the 16-bit left rotation and RCj , 0 ≤ j ≤ 31 are
the 32 round constants written in the end of the paper. The permutation N is
described in Figure 3.

Figure 3: N Permutation
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The permutation N ∗ is same as N except one step i.e., the Feistel type transformation is changed. Message block, m1 is xored with C0 and fed to N ∗ . After
S-box application, the register is divided in sixteen 32-bit words and Feistel structure is applied on every 128-bit of 512-bit of register in parallel. In the four
words structure, the second and fourth words are same and we just shift their
places to first and third respectively whereas the first and third words are xored
with second and fourth respectively then move to fourth and second place after a
round. This balanced Feistel will act on the whole register four times in parallel.
Again a 16-bit left rotation and modular addition are applied in every round till
32 rounds. The whole set of these transformation is named as v. N ∗ comprises of
32 times of v. Mathematically,
v(x) = (rotl16 (F 0 (S(x)))) ¢232 RCj0
N ∗ (x) = v| ◦ v{z
· · · ◦ v}(x)
32−times

where S is the Present S-box (4 × 4) acting in parallel, F 0 is the Feistal structure
defined above, rotl16 represents the 16-bit left rotation and RCj0 , 0 ≤ j ≤ 31 are
the 32 round constants written in the end of the paper. The permutation N ∗ is
described in Figure 4.

Figure 4: N ∗ Permutation
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The step wise presentation of the proposed design is given in Algorithm 1.

3.5. Test value of KN-hash function
Test values of the three inputs are given below:
KN-hash(a)

= f 9bd54c7 0220e770 ebabcc0f
2f c762f a 10e83eb2 bc3513ca

87f 93de4
88a825f d

KN-hash(ab)

= 967e0808 383147f 4 ac97bf 2c 4f 5f 2d36
a4f ab471 94aee45f 052e169e f 5c8991a

KN-hash(abc) = 17097f ab e50bf 15f 53868e47 609da983
466f 24c9 8eba82dd a3ceaf 82 0b6023a2
4. Analysis of KN-hash
In this section, we show the analysis of the proposed scheme.
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4.1. Efficiency
In this subsection, we discuss the efficiency of the proposed scheme. The following
table provides the efficiency of KN-hash on an Intel core 2 duo 32-bit OS E8400
@ 3 Ghz processor with 1 GB RAM.
File Size
(in MB)
1
5
10

KN-hash
(in Sec)
2.758
13.636
27.677

4.2. Avanlanche effect
A 1024-bit input file M is taken and KN-hash of M , i.e., h(M ) is calculated.
Now changing the ith bit of the message M , 1024 new files Mi is generated where
1 ≤ i ≤ 1024.
Also, the corresponding KN-hash of each of the Mi , h(Mi ) is calculated for
1 ≤ i ≤ 1024. The hamming distance of each of the Mi from the M is exactly
1 and now we compute the hamming distance of h(Mi ) from h(M ), i.e., the
hamming weight di such that di = wt(h(M ) ⊕ h(Mi )). The hamming distances in
the corresponding 32-bit words of the hash value h(Mi ) and h(M ) is calculated
for 1 ≤ i ≤ 1024.
The results have been shown in the following table with the maximum, the
minimum, the mode and the average value of distances mentioned above.

Changes

W1

W2

Max
Min
Mode
Mean

26
8
16
16.00

26
7
16
16.08

W3

W4

25
24
8
8
15
16
16.14 16.01

W5

W6

W7

W8

KN-Hash

26
6
16
15.85

24
8
16
15.92

25
9
16
16.01

24
7
16
15.96

155
107
129
128.06

Table 1: Hamming Distances

To satisfy the strict avalanche effect, change in one input bit should change
the final hash value by = 50%, i.e., each di should be 128 for 1 ≤ i ≤ 1024. It
has been noticed from the above results that di ’s are lying between 107 and 155
and the most frequent value is di = 129 for 1 ≤ i ≤ 1024. The mean value is very
near to 128 (i.e., 128.06).
The following graph and table show the distribution of the 1024 files with
respect to their differences (distance) in bits.
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Figure 5: Hamming Distances range of the 1024 files

Range
of Distance
128 ± 5
128 ± 10
128 ± 15
128 ± 20

No. of
Files
527
831
976
1013

%
KN-hash
51.46
81.15
95.31
98.92

Table 2: Hamming Distances range of distances

4.3. Bit-variance test
The bit-variance test signifies the impact of change in input bits on the hash
digest bits. Given a message, all the changes of the input message is taken up and
then we evaluate the corresponding KN-hash digest of all the changes. Then, for
each digest bit the probabilities of taking on the values of 1 and 0 are measured
considering all the digests produced by applying input message bit changes. Bitvariance test measures the uniformity of each bit of the output. If the probability
Pi (1) = Pi (0) = 1/2 for all digest bits i = 1, . . . , 256 the KN-hash function has
achieved maximum performance with respect to bit-variance test [8].
If we consider the 1025 files which we have used in testing the avalanche effect,
viz. M, M1 , M2 , . . . , M1024 which we have generated for conducting avalanche
effect, the following results can be found:
Digest length = 256
Number of digests = 1025
Mean frequency of 1s (expected) = 512.50
Mean frequency of 1s (calculated) = 512.08
The observed mean of 1025 files is found to be almost equal to expected mean.
Hence, this hash function passes the bit-variance test. The following graph shows
the probability of each of the bit (256-bit) to be ‘1’ is approximately 0.50.
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Figure 6: The probability of the bit position

4.4. Near-collision resistant
A hash function is called near-collision resistant if it is computationally hard to
find two different inputs with hash outputs differ in small number of bits i.e.,
for this case if we have two different messages M and M 0 , their KN-hash values
shouldn’t be almost same. Near-collision has been found in a hash function H
means hamming weight of (H(M ) ⊕ H(M 0 )) (for M 6= M 0 ) is relatively small
(upto 16-bit).
To check with this, we have taken 100,000 files and evaluated xor of hamming
distance of KN-hash of µ
two random
¶ files from the lot. Two files are randomly
100000
ways, i.e. 4,999,950,000 files. Analysis shows
chosen from 100,000 by
2
the minimum and maximum hamming weight of H(M ) ⊕ H(M 0 ) is 79 and 179
respectively. The hamming weight 129 comes maximum number of times i.e.
249,065,436.
No. of files having the difference between and
(108 ≤ #f iles ≤ 148) = 4, 945, 683, 150 (i.e., 98.91%)
It means almost 99% of files are between hamming distance 128±20 which is a
good estimation with respect to the fact that they won’t give a near-collision attack
as for near-collision the hamming distance of two files needs to be really small viz.
upto 16-bit. Hence analysis shows KN-hash function resists near-collision attack.
4.5. Differential characteristics
The differential attack [2] exploits input differences so the output can be controlled
which can eventually help in finding a reduced round collision. It is a chosen
plaintext attack where differences in input pairs are chosen to propagate a high
probable differential trail. We try to find the expected number of input pairs that
satisfy the differential trail which can be propagate to full fledged attack. Here,
we try to find an upper-bound for the probability of such a differential trail.
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In this proposed design Present S-box is used. Maximum differential probability for arbitrary input difference producing a output difference in a single S-box
4
application is 16
= 2−2 [13]. It means for only one active S-box in each round,
differential attack still requires 264 chosen plaintexts to distinguish the first 32-bit
of KN-hash.
Now, we try to apply differential attack on KN-hash function. The compression function of KN-hash has two permutations. For computing differential characteristics, we replace modular additions in both the permutations by xor which
is a weaker version of proposed scheme. Hence calculating the bound for this
simplified hash would imply the minimum number of active S-boxes for KN-hash
function. There are two independent permutations of the compression function of
KN-hash. First we will calculate the number of active S-boxes in permutation N
and then in N ∗ when one bit input difference causes the active S-box at the most
significant byte of the word of updated register. In N , one bit input difference
causes one active S-box at MSB in the first round and one more active S-box after
second round. The total number of active S-box is 12 after 9 rounds. If we keep
continuing in this manner till 32 rounds, the number of active S-box would reach
about 50. In N ∗ , one bit input difference causes one active S-box at the end of
first round and one more active S-box after second round. The total number of
active S-box is 30 after 9 rounds. It has been noticed by computation, at the end
of 32 rounds, the number of active S-boxes have come close to 280. After the
32 rounds, both the permutations are getting xored with chaining variable. The
first 31 rounds of both the permutations are independent so their active S-boxes
won’t dependent on each other but the output of last round would get xored.
Hence, the common active S-boxes will get cancelled in the final round. So, the
minimum number of active S-boxes is 50 + 280 = 330. Hence the maximal probability of finding a differential characteristic is (2−2 )330 , i.e., 2−660 . That means,
we require, 2660 chosen plaintexts to distinguish the most significant 32-bit of the
output which is impossible to achieve. With this high complexity, it can be said
that differential cryptanalysis is not applicable to simplified version of Kupy-Neev
hash hence it will not applicable on KN-hash function.
Hence all the attacks which were applied earlier on Kupyna [4, 14] can not applied on KN-hash due to high complexity in finding a differential trail for rebound
attack. We may say those attacks are not applicable on KN-hash function.

5. Conclusion
In this paper, we propose a modified version of Kupyna hash function, i.e., KupyNeev which provides a better security with respect to rebound attacks described
in [4, 14](the complexity of getting a differential trail for rebound attack is very
high making it impossible to achieve). It passes all the statistical tests viz.
avalanche effect, bit-variance test and also ensures that differential attack can
not be applied on it. It shows resistance to near-collision. It seems to be good
substitute for Kupyna-256 and can be used for many of its applications.
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Round Constants for permutation N
RC1

=

RC2

=

RC3

=

RC4

=

RC5

=

RC6

=

RC7

=

RC8

=

RC9

=

RC10

=

RC11

=

RC12

=

RC13

=

RC14

=

RC15

=

RC16

=

RC17

=

RC18

=

RC19

=

RC20

=

RC21

=

RC22

=

RC23

=

RC24

=

RC25

=

RC26

=

RC27

=

RC28

=

RC29

=

RC30

=

RC31

=

RC32

=
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Round Constants for permutation N ∗
RC10

=

RC20

=

RC30

=

RC40

=

RC50

=

RC60

=

RC70

=

RC80

=

RC90

=

0
RC10

=

0
RC11

=

0
RC12

=

0
RC13

=

0
RC14

=

0
RC15

=

0
RC16

=

0
RC17

=

0
RC18

=

0
RC19

=

0
RC20

=

0
RC21

=

0
RC22

=

0
RC23

=

0
RC24

=

0
RC25

=

0
RC26

=

0
RC27

=

0
RC28

=

0
RC29

=

0
RC30

=

0
RC31

=

0
RC32

=
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